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Topics to cover

Policy Review
Standards to protect
Protecting Data at Rest

Protecting Data in Transit

Approved Data Storage locations

Software/Technology Assessments

Some useful tools and technologies




Policy Reviews
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<27 UTRGV HOP & AUP

*HOP 09-101 Information
Resources and Security
Policy.

*Acceptable Use Policy

for users and computers
accessing UTRGV
information resources as
defined by UTS 165



Presenter Notes
Presentation Notes
Add links to the policies 

TAC 202 – Established information security standards for Institutions of Higher Education.
Information security standards for agencies including institutions of higher education (Change).

UTS 165 - Establishes a comprehensive information security governance framework to manage information security risks, aligning them with the strategic goals of the UT System institutions.

UTRGV Handbook of Operating Procedures (HOP) policies and accompanying standards protect institutional and personal data. The primary safeguards are defined in the Information Resources Use and Security policy (HOP 09-101), supplemented by specific standards covering data classification, security, and acceptable use such as the AUP (Acceptable Use Policy). 


Data protection standards
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Presentation Notes
GDPR The General Data Protection Regulation (GDPR) is a regulation in the European Union that focuses on the protection of natural persons with regard to the processing of personal data and on the free movement of such data. (Simplify) 
CUI - Controlled Unclassified Information (CUI) refers to sensitive information that requires safeguarding or dissemination controls pursuant to and consistent with applicable law, regulations, and government-wide policies. The CUI standard is designed to ensure that sensitive information is appropriately marked to convey sensitivity, handling, and safeguarding requirements. (Question – Ask why we are adding CUI if we have CMMC) (Follow NIS SP 800-171)
CMMC - Cybersecurity Maturity Model Certification (CMMC) is a framework designed to safeguard Controlled classified Information (CUI) and other sensitive information. It establishes cybersecurity standards and practices for organizations working with the U.S. Department of Defense (DoD). The CMMC model includes multiple levels of cybersecurity maturity, ranging from basic cyber hygiene to advanced practices, ensuring that organizations implement appropriate security measures to protect sensitive data. (NIS 800 SP 800-172)



Types of University Data?

Restrictive / Internal / Public /
Confidential Controlled Published
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Presentation Notes
Restrictive / Confidential university data is protected specifically by federal or state law or University of Texas rules and regulations (e.g., HIPAA; FERPA;).  In addition, this would include any other data which must be protected due to contractual agreements requiring confidentiality, integrity, or availability considerations.

Internal/Controlled university data that is not otherwise identified as Restrictive / Confidential data, but which is releasable in accordance with the Texas Public Information Act.  Such data must be appropriately protected to ensure a controlled and lawful release. 
Internal/Controlled Data includes, but is not limited to: 
• Internal Communications: Emails, memos, and other communications within the university. 
• Research Data: Preliminary research findings and data that are not yet published. 
• Course Materials: Lecture notes, syllabi, and other educational resources shared within the university. 
• Grant Proposals: Documents detailing research funding requests and project plans

Public/Published data encompasses all data not otherwise identified as Restrictive/Confidential or Internal/Controlled data, that has been disseminated to the public domain through various channels, including publicly accessible websites, electronic mailings, social media platforms, printed literature, and other forms of mass communication.


How do we protect data?

Protect data in transit Eh=
Protect data at rest 6




Protecting data in transit

* UTRGV employs a multi-faceted approach to protect data in motion,
emphasizing encryption and secure transmission methods.
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Presentation Notes
In essence, UTRGV prioritizes the protection of data in motion, particularly Confidential data, through a combination of mandatory encryption, secure access protocols, security awareness training, and network monitoring


Protecting data at rest?

* UTRGV protects data at rest by implementing encryption for
confidential data stored on media and devices. Additionally, they
require physical security measures for devices containing sensitive
information and enforce access controls, including password
protection for devices and encrypted, preferably immutable, backups.



Presenter Notes
Presentation Notes
UTRGV protects data at rest by implementing encryption for confidential data stored on media and devices. Additionally, they require physical security measures for devices containing sensitive information and enforce access controls, including password protection for devices and encrypted, preferably immutable, backups.


Approved Data Storage Locations
Restrictive / Confidential Data

Data Storage Locations for Restricted / Confidential Data

Data Storage Service Location FERPA HIPAA GLBA SSN Extended List

UTRGV Employee 365 E-mail Yes Yesl No No
UTRGV Central IT Storage No Yes No

UTRGV Owned Server Yes? Yes! With
Approval1

UTRGV Researcher MS SharePoint, Yes Yesl Yesl With
Teams & OneDrive Approvall

UTRGV Computer asl Yesl Yesl Vel
UTRGV Mobile Phone Yes No

Other non UTRGV Storage Must follow the Security Exception Process.

(Lo BT - I W N U] o T oL g Lo Wl [o [T ES oY Y- 15 Must follow the Security Exception Process.

Student personal device Please reference Data Classification Standard for
Students.
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https://www.utrgv.edu/is/_files/documents/extended-list-of-confidential-data.pdf
https://www.utrgv.edu/is/_files/documents/extended-list-of-confidential-data.pdf
https://support.utrgv.edu/TDClient/1849/Portal/Requests/ServiceDet?ID=51706
https://support.utrgv.edu/TDClient/1849/Portal/Requests/ServiceDet?ID=51706

Approved Data Storage Locations
Restrictive/Confidential Data Notes

(1) It is assumed that appropriate Access Controls have been enabled and reviewed to
ensure that access to data is limited to appropriate individuals. Additional
consultation with University Data Stewards and the Information Security Office
may be necessary to store data in some locations.

(2) Data can be stored in this location with appropriate and approved controls
enabled and approval from the Data Owner and the ISO.

(3) Storage of SSNs is permissible on UTRGV computers if it’s part of your official
duty and the device meets all security standards, including appropriate encryption
technology, as defined and approved by the Information Security Office.

(4) Storage of PCI data is not specifically referenced above as it is not authorized
regardless of the data classification.

(5) Other regulated data must be reviewed prior to storage with the ISO to ensure
that it is in a secure and compliant environment.



Presenter Notes
Presentation Notes
It is assumed that appropriate Access Controls have been enabled and reviewed to ensure that access to data is limited to appropriate individuals.   Additional consultation with University Data Stewards and the Information Security Office may be necessary to store data in some locations.
Data can be stored in this location with appropriate and approved controls enabled and approval from the Data Owner and the ISO.
Storage of SSNs is permissible on UTRGV computers if it’s part of your   official duty and the device meets all security standards, including appropriate encryption technology, as defined and approved by the Information Security Office.  
Storage of PCI data is not specifically referenced above as it is not authorized regardless of the data classification.
Other regulated data must be reviewed prior to storage with the ISO to ensure that it is in a secure and compliant environment.



Approved Data Storage Locations
Internal/Controlled Data

Data Storage Locations for Internal / Controlled Data

Data Storage Service Location Internal / Controlled Data
UTRGV Central IT Storage Yes

UTRGV Owned Server Yes

UTRGV Researcher MS SharePoint, Teams & OneDrive Yes
UTRGV Computer Yes
UTRGV Mobile Phone Yes
Personal Computer Yes
Non-IT Managed Cloud Service Yes

UTRGV Owned NAS Storage Yes



Approved Data Storage Locations
Public/Published Data

Data Storage Locations for Public / Published Data

UTRGYV affiliates and public with a “need to know”.
Must follow the Security Exception Process.


https://support.utrgv.edu/TDClient/1849/Portal/Requests/ServiceDet?ID=51706

Data Retention and Disposal

All research records must be retained per the: { [

e UTRGV Records Retention Schedule

* Grant or contract funder requirements.

e Applicable research, IRB or other relevant requirements.
* Data Retention and Disposal Policy



Presenter Notes
Presentation Notes
https://www.utrgv.edu/is/_files/documents/utrgv-research-data-retention-and-disposal-policy-july-27th-20251.pdf

https://www.utrgv.edu/is/_files/documents/utrgv-research-data-retention-and-disposal-policy-july-27th-20251.pdf
https://www.utrgv.edu/is/_files/documents/utrgv-research-data-retention-and-disposal-policy-july-27th-20251.pdf

Data Management Plan

Researchers are encouraged to develop Data Management 1
Plans that include: ®
* Data classification and sensitivity

e Storage and backup strategies

» Access control and sharing protocols

* Retention and disposal procedures

* Security measures aligned with UTRGV and sponsor requirements
* Data Retention and Disposal Policy



Software / Technology Assessment

Get IT and Security Approval Before You



Presenter Notes
Presentation Notes
Software Assessment link:  https://support.utrgv.edu/TDClient/1849/Portal/Requests/ServiceDet?ID=42650

https://support.utrgv.edu/TDClient/1849/Portal/Requests/ServiceDet?ID=42650

Tools and Technology
Encrypting UTRGV 0365 Email

To further secure an email or to
encrypt content to an external
recipient:

Include [secure] tag at the beginning
of the subject field of your email.

For Example:
Subject: [secure] Monthly Report



Tools and Technology
Liquid Files

6

What is Liquid Files? How do | access Liquid Files? T
Liquid files will be used for securely sharing You can get access to the software to  LIguid’ [les
protected information that cannot be shared send and request files by accessing

by other means such as email attachments the application

or online shares. Examples of protected URL https://securetransfer.utrgv.edu

information are documents containing FERPA and entering your UTRGV

information, HIPAA, and Social Security credentials.

Numbers.


Presenter Notes
Presentation Notes
Liquid Files?
Liquid files will be used for securely sharing protected information that cannot be shared by other means such as email attachments or online shares.  Examples of protected information are documents containing FERPA information, HIPAA,  and Social Security Numbers.

https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecuretransfer.utrgv.edu%2F&data=05%7C02%7Ccarl.carrillo%40utrgv.edu%7Cfb48be0ef50947f8d68708dc54085526%7C990436a687df491c91249afa91f88827%7C0%7C0%7C638477641967847222%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=MsLkhdj2QRs7a5BowwPqoUWizDfowbQYv7dmrTKQAmU%3D&reserved=0

Location of documentation

ISO Website: HTTPS://www.utrgv.edu/is "ﬁ)

e Data Classification Standard for Faculty

e Data Classification Standard for Students
e Data Retention and Disposal Policy

» Software/Technology Assessment



https://www.utrgv.edu/is/_files/documents/data-classification-standard-faculty-aug-21st-2025.pdf
https://www.utrgv.edu/is/_files/documents/data-classification-standard-faculty-aug-21st-2025.pdf
https://www.utrgv.edu/is/_files/documents/data-classification-standard-student-aug-21st-2025.pdf
https://www.utrgv.edu/is/_files/documents/data-classification-standard-student-aug-21st-2025.pdf
https://www.utrgv.edu/is/_files/documents/utrgv-research-data-retention-and-disposal-policy-july-27th-2025.pdf
https://www.utrgv.edu/is/_files/documents/utrgv-research-data-retention-and-disposal-policy-july-27th-2025.pdf
https://www.utrgv.edu/is/_files/documents/utrgv-research-data-retention-and-disposal-policy-july-27th-2025.pdf
https://support.utrgv.edu/TDClient/1849/Portal/Requests/ServiceDet?ID=42650
https://support.utrgv.edu/TDClient/1849/Portal/Requests/ServiceDet?ID=42650
https://support.utrgv.edu/TDClient/1849/Portal/Requests/ServiceDet?ID=42650
https://support.utrgv.edu/TDClient/1849/Portal/Requests/ServiceDet?ID=42650
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