
Vulnerabl
e Class

Associated Flaws

CWE-119
Improper Restriction of Operations within 

the Bounds 
of a Memory Buffer

CWE-120 Classic Buffer Overflow

CWE-469 Use of Pointer Subtraction to Determine 
Size

CWE-476 NULL Pointer Dereference

CWE-
other

Buffer Access with Incorrect Length Value, 
Use of Uninitialized Variable, Improper 

Input Validation

SVD-GRU: Robust Software Vulnerability Detection using 
Bayesian Gated Recurrent Unit
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