
(Para leer la versión en español visita nuestra página web:  
www.utrgv.edu/is/_files/documents/email-phishing-havidan-es.pdf o haz clic aquí.) 

 

Dear UTRGV Community, 

There have been reports involving the following phishing email targeting UTRGV 
employees. The screenshot below is a sample of the email and includes some common 
identifying characteristics of phishing/scam emails. 
 
IMAGE STARTS 

IMAGE ENDS 

The email attachment is fake and includes a link to a phishing website that requests 
your username and password. Please do not open the attachment or provide your 
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username or password to the phishing website.  Please follow these cautionary tips 
and advice on how you can get help in case you received this or any other phishing 
email.  

I received this email, what can I do? 

 The email has been reported by multiple employees and we want to thank 
you for your diligence.  We no longer need this phishing email forwarded, 
please simply delete the email.  If you receive a new phishing or scam email, 
those can be forwarded to itdns@utrgv.edu  

o You can also visit the IT website for more instructions about how to 
report a phishing message:  www.utrgv.edu/it/how-to/report-
phishing-messages  

 If you clicked on any of the links and provided your password, it is imperative 
that you change it immediately.  

o Visit the IT website www.utrgv.edu/it/how-to/account-management-
change-password  for instructions on changing your password or 
contact the IT Service Desk at 665-2020 or 882-2020.  

Stay safe and secure, watch out for the following: 

 Unsolicited emails, text, or social media posts or fake websites that may prompt 
you to click on a link or to share valuable personal and financial information. 

 Fake IRS agents: The IRS will never email or call you demanding immediate 
payment without having first mailed a bill. Nor will they ask for a credit or debit 
card number via email or phone. 

 Soliciting W-2 information from payroll. 
 “Federal Student Tax” are scams targeting students and parents and 

demanding payments. 

Where can I find more information about phishing? 

If you like to know how phishing works, how to identify phishing scams, and 
more. Please visit the ISO website: www.utrgv.edu/is  

If you have any questions, concerns, or comments please reach us at: 

Phone: (956)665-7823 
Email: is@utrgv.edu  

Sincerely, 

The Information Security Office 

For the Spanish version of this email visit our website: 
www.utrgv.edu/is/_files/documents/email-phishing-havidan-es.pdf  
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